PHISHING AND

CNS

at Six Degrees

SCENARIO TESTING

Test your organisation’s ability to cope with
specific phishing attacks and understand how
your security teams react to attack scenarios.

Six Degrees’ Phishing and Scenario Testing services test your organisation’s susceptibility and reaction to targeted

campaigns and attack scenarios chosen by you. Our services help you understand your organisation’s maturity and

response to particular attack scenarios or campaigns, and our testers will employ tactics and techniques used by hackers

to assess your organisation’s response capability.

Whether you are looking to understand more about specific risks,
understand if your cyber security training is effective, or want to
understand how susceptible you are to a phishing campaign,

our Phishing and Scenario Testing services deliver critical insights
by taking a real-world approach to infiltrating your organisation,
following the sophisticated methods hackers use every day.

Once areas of weakness are identified, our expert Penetration
Testers provide guidance around how they found an exploit and

how each weakness can be mitigated — delivering guidance on how
you can enhance your organisation’s cyber security posture and
response capability.

Our Phishing and Scenario Testing services are provided by some of
the most highly experienced and accredited Penetration Testers in
the industry. We are members of the National Cyber Security Centre
(NCSC) CHECK scheme, and our team members and leaders are
certified under CREST and the Cyber Scheme.

Phishing and Scenario Testing Types

Phishing

Six Degrees’ Phishing service aims
to test an organisation’s staff and
their reactions to receiving crafted
phishing emails of various levels of
sophistication. The goal of the testing
is to provide an overview of the
effectiveness of your organisation’s
technical infrastructure in preventing
malicious emails, as well as testing
employees’ reactions to phishing emails
and the effectiveness of any training
programs in place.

Secure, Integrated Cloud Services

Scenario Testing

X @ Six Degrees’ Scenario Testing service
X XX allows you to have a greater depth of
@ X [X interaction with our Security Testing

Team to build a set of customised attack
scenarios that are specific to your
organisation. These scenarios are then
subjected to malicious activities such as
penetration testing, malware creation/
deployment and phishing techniques,
among others, all with the purpose of
identifying and assessing how your
organisation performs within the confines
of a given scenario.




Phishing and Scenario Testing Benefits

Understand and reduce the level of risk your organisation is exposed to. @
Receive clear, easy to understand reports that include remediation advice. @
Work with a cyber security partner who can support you through mitigating actions. @

Why Choose Six Degrees for Your Phishing and Scenario Testing
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Over 20 years of cyber SC cleared, UK-based CHECK, CREST and Tailored testing that Access to complementary
security heritage and Penetration Testers. Cyber Scheme certified. suits your organisational testing, consultancy,
experience. requirements. and managed

security services.
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services, please contact sales@6dg.co.uk or call 0800 012 8060.

( N S For more information about our Phishing and Scenario Testing

at Six Degrees
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